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Europe’s digital resilience is weakened by the Union’s 
inability to deter the very digital security threats it 
seeks to resist.
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The von der Leyen Commission’s 
proclamation of a “geopolitical Europe” 
envisioned a sovereign and strategically 
driven European Union in charge of its 
own future. In setting out these stakes, 
Brussels has already deployed an exten-
sive legislative arsenal to build digital 
resilience and set global standards. But 
at a time when geopolitical tensions, 
grey-zone hybrid warfare, and digital 
threats are growing, it is clear that the 
Union’s digital security strategies have 
not evolved to move beyond resilience. 
Indeed, the Union’s abilities remain 
largely focused on resilience and deter-
rence by denial, undermining the EU’s 
strategic credibility. This issue must be 
overcome to better protect Europe’s 

strategic orientation and geopolitical 
power.  

This gap between resilience and deter-
rence is sustained by structural prob-
lems: fragmented intelligence, national 
vetoes, slow attribution processes, and 
institutional barriers that allow hostile 
actors to continue to exploit vulnerabil-
ities. In response, this brief proposes 
three broad recommendations, namely 
a Common Foreign and Security Policy 
(CFSP)-based intelligence capacity, pre-
negotiated retaliation templates, and a 
comprehensive EU-Ukraine digital se-
curity ‘lessons learned’ framework that 
all aim to strengthen the EU’s geopolit-
ical capabilities.

Executive Summary

https://europrospects.eu/author/trinabh-banerjee/
https://www.dw.com/en/von-der-leyen-eu-has-matured-into-a-geopolitical-union/live-66795997
https://doi.org/10.1080/13501763.2025.2558974
https://doi.org/10.1080/13501763.2025.2558974
https://centraleuropeantimes.com/regional-lessons-from-the-romanian-drone-incidents-the-grey-zone-of-war-is-expanding/
https://centraleuropeantimes.com/regional-lessons-from-the-romanian-drone-incidents-the-grey-zone-of-war-is-expanding/
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Key Recommendations

Build a dedicated deterrence 
capability rooted in the existing 
possibilities of the CFSP 

Focus on resolving a broken intelligence pic-
ture that damages the EU’s own situational 
awareness. The aim should be to cohesively 
share intelligence within existing legal para-
meters and structures, while operationalising 
mechanisms to use intelligence as a shaping 
tool. 

Move toward pre-agreeing 
attribution and response templates 

Overcome slow barriers to action by negotiat-
ing beforehand on a list of (retaliatory) op-
tions in the event of cyber incidents, placed 
under the authority of existing CFSP proto-
cols. These ‘menus’ of actions would require 
agreement beforehand, but would neverthe-
less send signals to adversaries of costs.  

Obtain, understand, and apply 
lessons learned from Ukraine 

Ukraine’s dual resilience-deterrence cyberse-
curity strategies have been shaped both by 
physical warfare and a flood of cyberattacks 
which, thanks to these strategies, have be-
come less effective over time. The EU, togeth-
er with its member states, among Ukraine’s 
largest backers, should work intensively to 
build a digital security deterrence strategy to 
understand and apply lessons within the Eu-
ropean context. 
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Playing Defence: 
Existing Structures

The EU’s current digital security architecture 
combines legislation, policy, and institutional 
instruments that are designed to build a com-
mon level of cybersecurity. The EU has imple-
mented legislation like the NIS2 Directive that 
expands the applicability of cybersecurity 
measures to sectors including energy, health, 
transport, and digital infrastructure. By impos-
ing mandatory risk-management measures, 
accountability, and penalties for non-compli-
ance, the directive aims to strengthen digital 
security within the 18 identified sectors. The 
Cyber Security Resilience Act (CRA), adopted 
in 2024, sets a minimum security threshold for 
all commercial products containing digital el-
ements, requiring security to be built into the 
design of the product. The Digital Operational 
Resilience Act (DORA) aims to harmonise 
digital security for financial services providers 
and related finance digital services providers. 
Other policies, like the Cyber Solidarity Act, 
also focus on building resilience into the EU’s 
cybersecurity infrastructure. Indeed,   EU bod-
ies like ENISA have also benefitted from ex-
panded authority to provide technical guid-
ance, support, and capacity-building to pre-
pare European actors for ongoing and future 
cybersecurity challenges.  

In so doing, the EU has excelled at resilience, 
the capacity to absorb, withstand, and recover 
from a cyber attack or threat. This is a largely 
defensive posture, focused on hardening in-
frastructure and services, ensuring continuity 
of operations, and incident response. Deter-

rence, the capacity to shape or restrict an ad-
versary’s behaviour beforehand, is focused on 
two elements. The first is denial, which are 
strategies designed to make an attack fail. In-
struments like NIS2, the CRA, and DORA do 
give the Union a reasonable measure of suc-
cess in deterrence by denial because these 
measures lower the likelihood of successful at-
tacks. Yet, the EU lacks a comparatively credi-
ble capacity for deterrence by punishment. 
Without the effective ability to impose costs on 
adversaries for hostile behaviour, these actors 
continue to engage in cyber incidents and 
grey-zone cyber attacks that threaten Eu-
ropean digital security.  

The Cyber Diplomacy Toolbox, which is the 
Union’s main tool designed to impose restric-
tive measures against entities responsible for 
cyber-attacks, ultimately becomes reactive and 
difficult to deploy because of cumbersome 
unanimity requirements, unclear attribution 
protocols, and continued lack of Union-wide 
evidence-based cybersecurity situational 
awareness. Indeed, though it has been used 
several times since its inception in 2017, it has 
not been employed at the scale necessary to 
sufficiently deter digital security threats. As 
such, the EU has built considerable capacity 
and ability to deny adversarial actors success 

Analysis

“The EU has built considerable 
capacity and ability to deny 
adversarial actors success but 
without the means to impose 
timely and credible costs on 
them.”

https://nisinstitute.eu/what-is-nis2/
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Cyber_Resilience_Act/cyber_resilience_act_node.html
https://www.openkritis.de/eu/dora-digital-operational-resilience-act_nis-2_en.html
https://www.openkritis.de/eu/dora-digital-operational-resilience-act_nis-2_en.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32025R0038
https://www.enisa.europa.eu/about-enisa/what-we-do
https://www.enisa.europa.eu/about-enisa/what-we-do
https://www.enisa.europa.eu/about-enisa/what-we-do
https://www.theparliamentmagazine.eu/news/article/europe-is-under-cyberattack-is-it-ready
https://www.theparliamentmagazine.eu/news/article/europe-is-under-cyberattack-is-it-ready
https://www.theparliamentmagazine.eu/news/article/europe-is-under-cyberattack-is-it-ready
https://www.theparliamentmagazine.eu/news/article/europe-is-under-cyberattack-is-it-ready
https://data.consilium.europa.eu/doc/document/ST-10474-2017-INIT/en/pdf
https://www.europeanpapers.eu/system/files/pdf_version/EP_eJ_2022_1_2_Articles_Yuliya_Miadzvetskaya_Ramses_Wessel_00570.pdf
https://www.europeanpapers.eu/system/files/pdf_version/EP_eJ_2022_1_2_Articles_Yuliya_Miadzvetskaya_Ramses_Wessel_00570.pdf
https://www.eeas.europa.eu/eeas/cybersecurity_en#129025
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but without the means to impose timely and 
credible costs on them.  

Why EU Deterrence 
Fails

The EU’s lack of credible digital deterrence by 
punishment is underpinned by several struc-
tural and political issues that undermine its 
strategic approach.  

Firstly, a credible deterrence by punishment 
strategy requires a unified and timely intelli-
gence picture. Without clear intelligence that 
can accurately attribute cyberattacks to the re-
sponsible parties, punishment becomes signif-
icantly more difficult. The EU’s intelligence 
landscape remains largely fragmented along 
national lines, undermining the ability to cred-
ibly and reliably attribute cyberattacks and 
propose punishment at the Union level. Article 
4(2) of the Treaty on European Union (TEU) 
enshrines the principle that “national security 
remains the sole responsibility of each Mem-
ber State”, creating a tension between an EU 
that seeks increasingly to act as a geopolitical 
entity and the inherent sovereignty of 27 
member states in the realm of intelligence. 
With unclear intelligence efforts in the realm 
of digital deterrence, fragmentation allows 
hostile actors to explicit gaps in the Union’s 
situational awareness, leaving the EU’s re-
sponse slow, inconsistent and based on in-
complete information. Although the Union 
called for the establishment of a Joint Cyber 
Unit in 2021 to address some of these intelli-
gence sharing and awareness issues, its scope 
and effectiveness remains largely unclear, giv-
en the fact that it has not been mentioned 
again since a supportive Council conclusion 
memo in 2021.  

Secondly, the EU’s cyber sanctions regime, as 
presented above, is legally sound but suffers 
from procedural hurdles. The process of at-
tributing a cyberattack to an actor and subse-
quently securing unanimous agreement to im-
pose punitive measures against that actor is 
notoriously slow, especially because attribu-
tion remains a national state competence. 
When punitive measures are imposed, the EU 
is left taking steps reactively, at a time when 
the strategic moment has passed. This leaves 
the Union out of step with the urgency of digi-
tal threats, undermining its credibility as a 
strategic actor and demonstrating its inability 
to deliver lasting consequences, subsequently 
allowing adversaries to act with greater im-
punity.  

A counter-example to the EU’s digital deter-
rence struggle is evident in Ukraine’s construc-
tion of a whole-of-country cybersecurity strat-
egy that implements both deterrence and re-
silience. Despite being a country at war, and in 
a visibly different political situation than the 
EU, Ukraine’s experience building defensive 
models, integrating specialists, and employing 
deep public-private coordination to build a 
shared strategic picture yields lessons that can 
strengthen the Union’s digital deterrence pos-
ture. Indeed, deterrence forms a key part of 
the country’s digital security strategy, particu-
larly focused on punitive steps. These actions 
have lowered the number of cyber attacks con-
sidered severe between 2022 and 2024, from 
1048 to 59, even as registered attacks rose 
from 2194 to 4315 in the same period due to 
the ongoing conflict. With   the development of 
a comprehensive and balanced strategy, it is 
thus possible to reduce the impact of cyber at-
tacks and also build resilience. As cybersecuri-
ty threats continue to intensify, from targeted 
hacks on officials to breaches of government 
databases, it is also clear that the EU’s inability 

https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3088
https://data.consilium.europa.eu/doc/document/ST-13048-2021-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-13048-2021-INIT/en/pdf
https://www.swp-berlin.org/publications/products/research_papers/2021RP11_EU_CyberSanctions.pdf
https://www.swp-berlin.org/publications/products/research_papers/2021RP11_EU_CyberSanctions.pdf
https://d1xp398qalq39s.cloudfront.net/content/PDF/2019/pub_9081_responding_cyberattacks.pdf
https://d1xp398qalq39s.cloudfront.net/content/PDF/2019/pub_9081_responding_cyberattacks.pdf
https://regard-est.com/ukraine-facing-the-intensification-of-russian-cyber-attacks
https://regard-est.com/ukraine-facing-the-intensification-of-russian-cyber-attacks
https://dig.watch/resource/cybersecurity-strategy-of-ukraine
https://dig.watch/resource/cybersecurity-strategy-of-ukraine
https://dig.watch/resource/cybersecurity-strategy-of-ukraine
https://www.atlanticcouncil.org/blogs/ukrainealert/learning-from-ukraines-unrivaled-experience-of-russian-cyber-warfare/
https://www.atlanticcouncil.org/blogs/ukrainealert/learning-from-ukraines-unrivaled-experience-of-russian-cyber-warfare/
https://www.atlanticcouncil.org/blogs/ukrainealert/learning-from-ukraines-unrivaled-experience-of-russian-cyber-warfare/
https://www.euronews.com/2026/03/12/russia-linked-hackers-target-messaging-apps-of-european-officials-intelligence-agencies-wa
https://www.euronews.com/2026/03/12/russia-linked-hackers-target-messaging-apps-of-european-officials-intelligence-agencies-wa
https://www.euronews.com/2025/12/17/french-interior-ministry-targeted-in-massive-cyberattack-minister-confirms
https://www.euronews.com/2025/12/17/french-interior-ministry-targeted-in-massive-cyberattack-minister-confirms
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to fully deter them weakens its overall strategic 
strength.  

What the EU Can Do
Based on the issues identified, this brief makes 
three recommendations to strengthen the EU’s 
digital deterrence posture, taking into account 
existing capabilities, legal obligations and op-
portunities to improve knowledge and best 
practices.  

Knowledge is Power: A CFSP-Based 
Digital Intelligence Capacity

The EU should establish a dedicated digital 
deterrence intelligence capacity under the 
CFSP, building on the existing EU Intelligence 
and Situation Centre (INTCEN). Rather than 
creating a new body, this approach would pool 
and analyse intelligence shared by Member 
States focused specifically on strategic threats 
to digital infrastructure and the actors behind 
them. If the Joint Cyber Unit is still a viable 
project, then its structure can be adapted to 
clearly fall under the INTCEN and CFSP 
frameworks.  

This intelligence capacity is compatible with 
TEU article 4(2), as it relies on voluntary shar-
ing of national intelligence. What this capacity 
would aim to do would be to harmonise, 
strengthen and clearly centralise information 
on digital threats. This would begin to over-
come current fragmentation and improve situ-
ational awareness. The goal should be to 
proactively uncover, identify, and counter ad-
versary actions before they escalate.  

The EU should also be able to leverage this in-
telligence capacity as a deterrent tool by opera-
tionalising its intelligence for public warning 
of potential cyber threats. The quick declassifi-

cation of intelligence clarifying Russia’s inten-
tions in the lead-up to its invasion of Ukraine 
in 2022 is an example of how intelligence can 
be used to shape and coordinate actors around 
a shared intelligence picture. The same can, 
and should, be done for cyber threats, espe-
cially given the fast-moving nature of the 
threat.  

In light of the growing transatlantic fractures, 
and although 23 of 27 EU states are also NATO 
members, this new intelligence capacity, and 
indeed broader EU actions regarding digital 
deterrence should exist independently of 
NATO. A Europe fit for the current geopolitical 
era means a Europe able to act independently, 
especially in the realm of digital security. 
Where necessary, the EU can cooperate with 
NATO. But fundamentally, it must act inde-
pendently of NATO, and focus on strengthen-
ing European digital security.  

Time to Act: Pre-Negotiated 
Templates for Attribution and 
Retaliation

To address the weaknesses of the Cyber 
Diplomacy Toolbox, the EU should establish 
pre-negotiated templates or standards for at-
tribution and retaliation and place this under 
the prerogative of the CFSP. These templates 
would outline a menu of responses, from 
diplomatic démarches and asset freezes, to 
sanctions that could be flexibly deployed based 
on set evidentiary standards and procedural 
conditions in response to different types of 
digital aggression. 

Agreeing on these templates would initially 
require unanimity. This step would take place 
once and in advance of any one specific inci-
dent. The goal is to have these structures in 
place before a digital security breach occurs. 

https://securityanddefence.pl/Public-intelligence-as-a-strategic-tool-The-role-of-real-time-intelligence-disclosure,205566,0,2.html
https://securityanddefence.pl/Public-intelligence-as-a-strategic-tool-The-role-of-real-time-intelligence-disclosure,205566,0,2.html
https://warontherocks.com/natos-unity-on-paper-and-fractures-beneath-the-surface/
https://www.consilium.europa.eu/en/policies/eu-nato-cooperation/
https://www.consilium.europa.eu/en/policies/eu-nato-cooperation/
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This would serve a deterrence function akin to 
the Anti-Coercion Instrument, the ‘trade 
bazooka’ in European trade policy. By clearly 
signalling the consequences of digital breaches 
and providing a mechanism for rapid applica-
tion (as opposed to the current structure of the 
Cyber Diplomacy Toolbox), the templates raise 
the anticipated cost for adversaries.  

The application of these templates in a rapid 
and strategic manner lies in Article 31(2) TEU, 
which provides for qualified majority voting 
(QMV) in the Council for decisions imple-
menting a Union action or position. If the 
templates are pre-agreed and adopted unani-
mously beforehand, their application against a 
given actor can be taken by QMV as an imple-
menting decision. Naturally, this would re-
quire drafting the templates precisely and with 
clearly defined triggers, evidentiary require-
ments and sets of measures so that the activa-
tion does not itself create new policy. Addi-
tionally, given that actions with defense or mil-
itary implications are excluded from QMV, the 
templates should be designed with measures 
that fall below that threshold, focusing on 
diplomatic, economic, and restrictive mea-
sures. 

Learn from the Best: Integrating 
Lessons from Ukraine

The EU should more comprehensively inte-
grate lessons learned by Ukraine in its defence 
and offense against Russian cyber threats. 
Given that the EU and Ukraine already coop-
erate extensively on cybersecurity issues, 
whereby the Union most recently integrated 
Ukraine into the EU Cybersecurity Reserve, it 
is clear that Ukraine-EU cooperation in digital 
security remains a cornerstone of the broader 
relationship. 

The Union should take full advantage of 
Ukraine’s existing cybersecurity capacities and 
the wider EU-Ukraine relationship, to set up a 
high-level working group involving the Com-
mission, Council and EU agencies, alongside 
Ukrainian counterparts. The aim of this group 
should be focused on establishing a cohesive 
deterrence-focused digital security strategy 
within the European context, focusing on the 
strengths and weaknesses of Ukraine’s own 
experience.  

Conclusion
The EU’s ambition to be a geopolitical actor 
cannot be realised if its digital security strategy 
remains too focused on resisting attacks rather 
than also holding adversaries accountable. If 
Europe’s digital security is to be strengthened, 
then Europe must be able to meet these tense 
strategic moments with tools that can also be 
used to punish aggressive actors.  

The policy recommendations proposed in this 
brief offer a pragmatic way to allow the EU to 
craft a digital strategy designed around shap-
ing adversary actions. In an era where digital 
attacks are becoming a tool of statecraft itself, 
the EU must move toward a posture of credi-
ble digital threat deterrence. Only then can it 
claim to be an actor in charge of its own future. 

“The EU’s ambition to be a 
geopolitical actor cannot be 
realised if its digital security 
strategy remains too focused on 
resisting attacks rather than 
also holding adversaries 
accountable.”

https://policy.trade.ec.europa.eu/enforcement-and-protection/protecting-against-coercion_en
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://digital-strategy.ec.europa.eu/en/policies/support-ukraine
https://digital-strategy.ec.europa.eu/en/policies/support-ukraine
https://digital-strategy.ec.europa.eu/en/policies/support-ukraine
https://digital-strategy.ec.europa.eu/en/news/eu-provides-cyber-support-ukraine-against-major-attacks
https://digital-strategy.ec.europa.eu/en/news/eu-provides-cyber-support-ukraine-against-major-attacks
https://digital-strategy.ec.europa.eu/en/news/eu-provides-cyber-support-ukraine-against-major-attacks
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